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ABSTRACT
The September 11 terrorist attacks and then Hurricane Katrina lead to a decidedly prescriptive, top-down national preparedness management system built around the National Preparedness Guidelines. This paper argues that the Guidelines have served their purpose in defining homeland security roles and responsibilities and should be replaced by management system standards. The current homeland security management environment is one of reasonably stable homeland security policy and doctrine, maturity of management practices, and the overall institutionalization of homeland security policy and practices. Preparedness management system standards are now part of a voluntary program for the private sector and should be the centerpiece of a regulatory framework for preparedness for government. The Guidelines and other parts of the current federally-directed management system would be converted to a technical assistance role. The paper further advocates the implementation of the management system standards through negotiated agreements. These agreements would be between the various levels of government or even governmental compacts on a regional basis where warranted.

INTRODUCTION
It is time for a change in homeland security management—from the federally-directed national preparedness system to the comprehensive use of management system standards. The response to September 11 terrorist attacks and then Hurricane Katrina with a decidedly prescriptive, top-down national preparedness management system has served its purpose in defining homeland security roles and responsibilities. At this point, they no longer are a comfortable fit with the homeland security management environment. Homeland security policy and doctrine have clearly stabilized. Management practices have matured in the same time frame. Substantial uncertainty and transformation have given way to the institutionalization of homeland security policy and practices. The bottom line is that prescriptive federal doctrine and direction no longer are necessary and sufficient to achieve detailed performance goal and capability expectations and then evaluate homeland security preparedness. Stability, maturity, and institutionalization—these are the tipping points that should cause hard consideration of a new approach to homeland security management.

This paper draws on and expands earlier research touting management system standards as a more viable management framework to fit current conditions. In that framework, most elements of the current federally-directed management system would be converted to technical assistance in support of “on-the ground” efforts. The paper also advocates the implementation of the management system standards through negotiated agreements. These agreements would be between the various levels of government or even governmental compacts on a regional basis where warranted.

THE CURRENT FEDERAL PREPAREDNESS MANAGEMENT FRAMEWORK
The genesis of the federally-directed management system is Homeland Security Presidential Directive 8 (HSPD 8) that quickly grew out of the September 11 terrorist attacks. HSPD 8 required a national preparedness goal with measurable readiness priorities and targets. The 2006 Post-Katrina Emergency Reform Act subsequently codified the national preparedness goal and related national preparedness system. The system is now encompassed in the Department of Homeland Security’s (DHS) National Preparedness Guidelines, last issued in 2007.

The Guidelines define what it means for the nation to be prepared for all hazards. They have a number of purposes, ranging from organizing and synchronizing national efforts to strengthen national preparedness to establishing readiness metrics. The cycle of preparedness for prevention, protection, response, and recovery missions include elements of planning, organizing and staffing, equipping, training, and exercising, evaluating, and improving. The Guidelines include a national preparedness vision statement, discrete national planning scenarios representing high-consequence terrorist attacks and natural disasters, a universal task list identifying hundreds of unique tasks covering preparedness derived from the scenarios, and a list of specific capabilities to respond effectively to disasters. The scenarios include events such as a major earthquake and terrorist attacks using weapons of mass destruction. The document establishes priorities for national preparedness, such as expanding regional collaboration and strengthening planning and citizen capabilities for community preparedness. The Guidelines definitely have a major “carrot” for adoption: Compliance with the goal and system is tied to homeland security preparedness funding (Bea, 2005). A 2008 Annex 1 to HSPD 8 established a standardized approach to national planning at the strategic, operational, and tactical level in line with the homeland security management system.

More policy and operational changes should result from the Quadrennial Homeland Security Review Report, issued by DHS in February 2010. However, those changes will very likely be at the far margins. The Report detailed key mission priorities and goals for each mission area and expanded the definition of homeland security. The mission areas, priorities, and goals are consistent with and only marginally different those presented in past policy and budget documents. Indeed, they might be characterized as enhancements of policies and resource allocations instead of sea changes in the direction of homeland security. For example, mission areas remain virtually the same as those identified in policy documents such as the 2007 National Homeland Security Strategy. Those included preventing terrorism and enhancing security, securing and managing the borders, enforcing and administering immigration laws, safeguarding and securing cyberspace, and ensuring reliance to disasters. Similar themes are presented in the most recent National Security Strategy, issued by the White House in May 2010.

There has not been any definitive, formal assessment of the impact of the national homeland security management system built around HSPD 8 and resulting federal requirements. Certainly ongoing problems with fundamental aspects of homeland security, such as border and transportation security, intelligence information sharing, domestic radicalization, and cyber security, continue to surface. Longer-term problems resulting from other possible threats, such as demographic shifts and environmental change, are emerging. To be fair, such systemic, large-scale problems with multiple causes may never be resolved or effectively mitigated. However, the public sector now has many years of management experience with homeland security and actual disasters. Now is the appropriate time to “wean” government decision-makers from the top-down, federally-driven national homeland security management system built around the National Preparedness Guidelines. The “adult food” is the adoption of preparedness management system standards implemented within formally-negotiated homeland security agreements from federal to state and state to local and compacts state to state.

MANAGEMENT SYSTEM STANDARDS AND HOMELAND SECURITY
Standards generally are a uniform set of measures, agreements, conditions or specifications that establish benchmarks for performance (Spivak and Brenner, 2001). For example, standards for products or services generally stipulate minimum requirements for health or safety protection. Management system standards are, as the name implies, standards covering what an organization does to manage its processes or activities independent of its products or services. Unlike product or service standards, management system standards generally do not state specific performance criteria. Instead, they give guidance whereby an organization can develop its own specific performance criteria and management system (Canada, 2003). The management system standards cover areas such as planning, implementation and operation, and evaluation. Well-known management system standards are the International Organisation for Standardization (ISO) 9000 (the international standard for quality management) and ISO 14000 (environmental management). These management system standards are developed consensually through a very strict development, implementation, and revision process (ISO, 2010). Adopting the management system standards is most often voluntary, but some industries may apply them as an obligatory standard of care.

Drawing on information from the American National Standards Institute (ANSI) (2010), ISO (2010), and the United States Standards Strategy (ANSI, 2005), Table 1 summarizes the primary elements of the management system standards process and principles.

Table 1. Management System Standards Elements
	Element
	Management System Standards

	Objective
	· Coverage of what the organization does to manage its processes or activities producing products and services satisfying customers, complying with regulations, or meeting environmental objectives
· Performance-based in specifying essential characteristics but not detailed designs as to how they should be met in any particular organization
· Integration with other management system requirements in a “whole of management” approach

	Organizational Application
	· Organizations of all sizes, in all sectors, all cultures, and all products and services
· Voluntary adoption but may be part of national regulatory frameworks or legislation, or a market requirement

	Developer
	· Accredited standards developers through technical committees of experts representing materially affected and interested parties

	Development Process
	· Strict rules for development with committee consensus on a proposed standard
· Broad-based public review and comments on draft standards with consideration of and response to comments; incorporation into a draft standard with right to appeal
· Reviewed at least every five years after publication by technical experts
· Avoidance of overlapping or conflicting standards

	Audit and Certification
	· Organization must audit its management system to verify processes are being managed effectively
· Organization may have external audits, such as from clients
· Independent system certification body can certify; certification is not a requirement



Importantly, such management system standards promote flexibility and provide a common set of requirements and reference language between organizations and their customers, regulators, the public, and other stakeholders. They provide direction and assessment criteria for the entire “product chain” and all of management. The result is expanding responsibility from an individual organization and its activities to the whole product chain and its actions (Jorgensen, 2008; ISO, 2010). Further, the standards support alliances and facilitate coordination effort across national interest areas and across the globe (ANSI, 2005). As noted, they emphasize the management of processes and activities independent of an organization’s products and services. They apply to organizations of all types and sizes and sectors, nationally and globally. They are the result of an open development and revision process that keeps the standards “evergreen.” They also have an evaluative component, requiring an ongoing audit process to ensure the standards’ processes are being managed effectively.

Specific Homeland Security Preparedness Management System Standards
A number of voluntary preparedness management system standards are in use today, all containing very similar preparedness management program elements. The significant point is that standard elements are implemented as a complete preparedness program in an organization. Recognized preparedness standards, including those covering business continuity, disaster management, and emergency management, are tested and tailored to organizational needs. Organizational decision-makers focus on their near and long-term preparedness goals, using the standard elements as criteria to develop, implement, and sustain their preparedness program. As is the case with all consensus standards, these preparedness standards are reviewed continually and revised to reflect new knowledge.

For example, the international ISO/PAS 223999:2007 document was based on national standards from Australia, Israel, Japan, the United Kingdom, and the United States. In the United States, the National Fire Protection Association (NFPA) 1600 standard covers disaster/emergency management and business continuity programs. It is intended to establish a common set of criteria for those programs. The standard provides the criteria to “develop, implement, assess, and maintain the [all hazards disaster/emergency management and business continuity] program for prevention, mitigation, preparedness, response, continuity, and recovery” (chapter 1, 2010 edition). The 2007 version of NFPA 1600 incorporated changes to the 2004 edition, including updating aspects of mitigation, preparedness, response, and recovery and adding prevention as a fifth and distinct concept. The 2010 version included changes such as emphasizing the importance of leadership and commitment and new requirements for defining performance objectives. The American national standard, ASIS SPC.1-2009 (Organizational Resilience: Security, Preparedness, and Continuity Management Systems—Requirements with Guidance for Use), is a comprehensive management systems approach for security, preparedness, response, mitigation, business/operational continuity, and recovery for disruptive incidents resulting in an emergency, crisis, or disaster.

Table 2 provides selected examples of common elements from the preparedness management system standard 2010 edition NFPA 1600. The ASIS SPC.1-2009 standard has very similar elements.

Table 2. Selected Examples of Preparedness Management System Standard Common Elements
	Element
	Selected Examples of Standard Coverage

	Program Management
	· Leadership shall demonstrate commitment to the program to prevent, mitigate the consequences of, prepare for, respond to, maintain continuity during, and recover from incidents.
· Top management shall define, document, and provide resources for the organization management policy.
· The entity shall establish performance objectives for program requirements.
· There shall be crisis management procedures to provide coordinated situation-specific authorization levels and appropriate control measures.
· The entity shall develop and enforce procedures coordinating the access and circulation of records within and outside the organization.

	Planning
	· The program shall follow a planning process that develops strategic, crisis management, prevention, mitigation, emergency operations/response, continuity, and recovery plans.
· Crisis management planning shall address issues that threaten the strategic, reputational, and intangible elements of the entity.
· The entity shall conduct a risk assessment to identify strategies for prevention and mitigation and to gather information to develop plans for response, continuity, and recovery.
· The prevention strategy shall be based on the results of hazard identification and risk assessment, impact analysis, program constraints, operational experience, and cost benefit analysis.

	Implementation
	· The entity shall establish procedures to locate, acquire, store, distribute, maintain, test, and account for services, human resources, equipment, materials, and facilities procured or donated to support the program.
· Communication and warning systems shall be reliable, redundant, and interoperable.
· Emergency operations/response plans shall assign responsibilities for carrying out specific actions in an emergency.
· The recovery plan shall provide for restoration of functions, services, resources, facilities, programs, and infrastructure.
· The entity shall develop and implement a training and education curriculum to support the program.

	Testing and Exercises
	· The entity shall evaluate program plans, procedures, and capabilities through periodic testing and exercises.
· Testing and exercises shall be conducted on the frequency needed to establish and maintain required capabilities.

	Program Improvement
	· The entity shall improve effectiveness of the program through management review of the policies, performance objectives, evaluation of program implementation, and changes resulting from preventive and corrective action.
· The entity shall establish a corrective action process.



The full set of elements across the existing standards is completely consistent with the intent of the National Preparedness Guidelines without its prescriptive specificity. For example:

· The preparedness standards call for identifying potential hazards and threats and assessing risks and impacts appropriate for any organization. These hazards and threats include natural hazards, accidental and intentional human-caused events, and accidental and intentional technologically-caused events. The Guidelines emphasize preparedness for a number of high-consequence threat scenarios, including potential terrorist attacks and natural disasters.
· The standards call for each organization to analyze its organizational and stakeholder requirements and define those processes that contribute to its overall success. Each organization is to manage its own preparedness actions, such as those to determine roles and responsibilities, manage preparedness and response resources and mutual aid agreements, maintain plans and procedures, and train and exercise to test capabilities. They foster integration with quality, safety, environmental, information security, risk, and other management systems within an organization. They emphasize the role of other organizations – partners – in preparedness, such as through mutual aid or direct support. The Guidelines detail more than 1,600 unique tasks to build capabilities that communities, the private sector, and all levels of government should collectively share.

The elements are similarly consistent with contemporary work on evaluating emergency management programs. For example, Henstra (2010) provides a framework for evaluating local government emergency management programs. His work drew together criteria to evaluate the quality of local emergency management centered on planning and capacity necessary for an event that may never occur. He defined a quality management program as “the extent to which a local government has adopted policies o prepare for emergencies, mitigate their impacts, ensure an effective emergency response, and facilitate community recovery” (238). The elements of his high-quality emergency program included preparedness, mitigation, response, and recovery policies.

Moreover, the standards respond to the evaluative framework disaster and emergency preparedness, response, and recovery recommended by Ritchie and MacDonald (2010). Their work identified the phases of preparedness, response, and recovery connected to responsibility for the evaluation (intra-organizational, inter-organizational, and system-wide) and how the evaluation will be used (developmental, formative, and summative).

The actual standard elements are contained in a relatively small number of pages because organizations are expected to develop their own management systems and performance criteria. Standards such as NFPA 1600 and ASIS SPC.1-2009 typically offer explicit guidance on the use of the standard and technical experts who can assist with implementation. For example, the explanatory material in NFPA 1600 (2010 edition) covers every element and most of the sub-elements. The material contains a wealth of information to aid in implementation, from definitions to observations on practical decision-making. Supporting annexes cover resources to develop a preparedness program, a self-assessment guide in determining conformity with the requirements, management system guidelines, and other informational references.

CALLS FOR HOMELAND SECURITY MANAGEMENT SYSTEM PREPAREDNESS STANDARDS
There has certainly been support for the adoption of formal homeland security preparedness standards before and after the issuance of HSPD 8 and the resulting construction of the National Preparedness Guidelines. Support has ranged from establishing a baseline for preparedness and coordination to two programs for voluntary implementation of the standards. The voluntary aspect has commonly not been challenged.

Establishing a Baseline for Preparedness and Coordination
Shortly after the September 11 terrorist attacks, the first National Strategy for Homeland Security included language recommending national standards for emergency response and training, including a certification program for first responders (Office of Homeland Security, 2002). According to Canada (2003), some state and local officials called for national preparedness standards, including authoritative rules, principles, or measures against which the quality, level, or degree of preparedness could be measured. These standards could serve as a baseline of preparedness goals for state and local assessment and provide Congress and federal agencies a means to measure the effectiveness of new and existing preparedness programs paid for by federal assistance.

Canada acknowledged, however, that some did not believe standards would provide anything beyond limited benefits. Preparedness goals would be complicated by factors such as the wide range of terrorist weapons and tactics, the vast number of potential targets, different community preparedness needs, financial costs, and possible interference with current state and local preparedness efforts. However, Canada responded that a comprehensive federal policy on preparedness standards could (1) address the development and maintenance of preparedness standards to meet national preparedness goals, (2) promote state and local adoption of standards, and (3) balance the all-hazards approach with terrorism-oriented preparedness. Congress’ policy options could include the adoption of emergency preparedness standards that states and localities must achieve as condition for receiving federal assistance for terrorism preparedness. 

Testifying before the National Commission on Terrorist Attacks Upon the United States (generally referred to as the 9/11 Commission), Yim (2003) saw standards as improving coordination across federal, state, local, and private sectors and enhancing measurement of continued preparedness. Standards, he noted, could clarify the role(s) each organization plays in homeland security, factor in costs, and legal, jurisdictional and other constraints, and identify ways to embed homeland security criteria into business and government systems in ways compatible with other important social and economic goals. The standards emphasize execution and are particularly suitable, he noted, for areas requiring stable, reliable, and multi-faceted participation. Certification to standards emphasizes both best business practice and standard of care in many industries. They are also scalable and replicable across geographic regions, a central need in homeland security. Later work by Yim and Caudle (2004), Caudle (2005), and Caudle and Yim (2006) further encouraged management system standards as appropriate for homeland security preparedness.

More recently, national standards in specific areas have been proposed. Bowen (2008) discussed standards for a minimum number of emergency exercises and a review of emergency plans and practices by a third party to assess their functionality and appropriateness. Bowen also said that federal security grant allocations should be contingent upon a rubric of standards. Light (2008) recommended that Congress and other policy-makers set voluntary standards for crisis readiness through statutes and award programs. Such standards would include benchmarks for increasing crisis readiness, with oversight by a quasi-independent monitoring agency modeled on federal organizations such as the Security Exchange Commission.

The Project on National Security Reform (2008) further supported consideration of management system standards in its discussion of national and homeland security performance. The Project identified the root cause of poor security performance as a fragmented structure that hampered systematic collaboration, coordination and integration of strategy and policy development, resourcing, and aligned operations. The Project called for possible solutions that included national management standards.

Meeting Accepted Results Management Expectations
Caudle (2005) presented several expectations for a successful homeland security results management approach. It would incorporate all elements of homeland security from prevention to recovery. The approach also had to address “all hazards,” integrate the capabilities of all organizations involved in preparedness, make investments to close gaps in needed capabilities, continually evaluate results and strategies, and sustain efforts. Caudle listed managing system standards as one of six results management approaches for homeland security preparedness. The other five were a traditional approach starting with goal-setting, a program logic model, risk management, scenario-based planning, a balanced scorecard, and capabilities-based planning and assessment.

Since the time of that article, preparedness management system standards have become robust and nationally and internationally recognized. In actuality, these standards not only address the elements Caudle identified, but also incorporate the other results management approaches. The management system standards clearly have a traditional results management approach that uses a formal goal-setting, budgeting, measurement, and assessment system. Specifying a mission or missions leads to strategic and shorter-term goals and objectives, with supporting outcome and process measures following. The standards take a process approach and describe the conversion of inputs through processes to impacts, the hallmark of a program logic model. The individual elements of a logic model and their connections identify points of success and failure for preparedness achievements. The standards directly take a risk management approach, including analysis and decision-making with the aim of achieving an affordable, acceptable level of risk. The standards use a scenario approach to prepare for specific events or anticipate what the future might hold. The standards further incorporate the elements of balanced scorecard, such as business processes and organizational learning. Finally, the standards stress capabilities to accomplish organizational goals.

Building on Current Voluntary Public and Private Sector Programs
Two voluntary preparedness management system standards programs further support adoption across all levels of government. One is a private sector effort and the other is a public sector effort.

The 9/11 Commission, subsequent legislation, and DHS rules crafted a management system standard program for the private sector. In its 2004 report, the 9/11 Commission stated that the ANSI NFPA 1600 standard should define the standard of care that any company owed to its employees and the public. Adoption of the ANSI standard was considered essential in protecting privately-owned critical infrastructure, although the Commission did not mandate the adoption of the standard for emergency preparedness. P.L. 110-53 implemented the recommendations of the 9/11 Commission. It called for DHS to create a voluntary private sector preparedness program and standards. Under the 2007 law, voluntary preparedness standards are defined as a common set of criteria for preparedness, disaster management, emergency management, and business continuity programs. The Post-Katrina Emergency Reform Act similarly called for a voluntary national preparedness standard for the private sector.

Through an internal Private Sector Preparedness Council (Federal Emergency Management Agency, 2008), DHS adopted a voluntary national preparedness standard for the private sector under the requirements of Public Law 110-53, Implementing the Recommendations of the 9/11 Commission Act of 2007. The cornerstone of implementation is the Private Sector Preparedness Accreditation and Certification Program (PS-Prep) whereby private sector entities receive emergency preparedness certification. DHS adopted three accepted management system standards for the PS-Prep program in June 2010: ASIS SPC.1-2009 Organizational Resilience: Security Preparedness, and Continuity Management System; British Standard 25999-2:2007 Business Continuity Management; and National Fire Protection Association 1600: 2007/2010 Standard on Disaster/Emergency Management and Business Continuity Programs. At the end of September 2010, DHS announced a certification program tailored to the needs of small business.

The 9/11 Commission, of course, was concerned with private sector preparedness. Given the importance of national preparedness to the country, a credible argument can be made for all sectors to be subject to regulatory requirements and mandatory adoption of the standards. The work on the PS-Prep program has provided the homeland security community with a more comprehensive understanding of the principles and processes of standards development, not the case in the past (Hopkins, 2008). This should provide the foundation to extend the use of standards to the public sector.

The second effort is the current voluntary Emergency Management Accreditation Program (EMAP). EMAP certifies government programs against standards directly based on NFPA 1600. The accreditation starts with a self-assessment by state, regional, territorial, tribal, county, and municipal government programs responsible for emergency management and homeland security. An independent team of assessors trained by EMAP then evaluates the programs for accreditation, valid for five years (EMAP, 2010).

ADOPTION AND THE ROLE OF NEGOTIATED AGREEMENTS AND COMPACTS
Normally, management system standards such as those under the PS-Prep program, EMAP, or ISO adoption are voluntary, although compliance with such standards may be seen as part of a legal standard of care across an industry. Caudle (2009) maintained that the current federally-developed, top-down preparedness framework be replaced by mandated nationally and internationally recognized consensus management system standards. For homeland security, a central question is whether preparedness management system standards should be voluntary or mandatory. A second question is how to practically implement such standards within and across the levels of government if a regional approach is needed.

Mandatory Versus Voluntary Preparedness Standards
Mentioned earlier were the overall benefits of management system standards operating in a stable policy and doctrine environment. Whether these are mandated or optional depends on expected policy goals. Government agencies could implicitly mandate standards by using them as guidelines for complying with regulatory requirements. Or the agencies may forego a mandatory regulation if they view voluntary compliance as meeting policy goals. This seems to be the legislative and executive branch approach taken with the PS-Prep voluntary standards for the private sector.

The debate over whether these standards should be mandatory or voluntary is ongoing, most often linked to market forces and the need for government intervention. For example, Segerson (1999) and KPMG and UNEP (2008) discuss conditions when voluntary approaches result in the needed protection. Segerson (1999), discussing food safety policy, drew on literature covering environmental protection. KPMG and UNEP (2008) discussed trends and approaches in voluntary and mandatory standards for sustainability reporting.

In a nutshell, KPMG and UNEP (2008) observed that voluntary standards and self-regulation have a number of advantages. For example, self-regulation occurs in the same industry or sector, promoting access to more detailed and current information than may be available to government regulators. Organization can act with greater flexibility and there may be a higher rate of compliance with the self-interests of the sector being protected. On the other hand, self-regulation may mean conflicts of interest, inadequate sanctions, under-enforcement, and insufficient resourcing. Mandatory standards have a number of advantages, such as credibility in using recognized guidelines, comparability of practices and promotion of standardization, provision of a standard of care for legal disputes, and address market failures for social welfare. Disadvantages included regulators’ lack of knowledge of the industry, inflexibility when there are changing circumstances and technologies, the lack of incentive for innovation, and possibly adding costs that undermine efficiency and competitiveness. Segerson (1999) argues that adequate consumer protection may need mandatory standards if consumers cannot readily detect safety characteristics or risks and it is not certain that firms would be held liable for damages.

No incentive other than “standard of care” pressure exists to adopt management system standards. In fact, the slow penetration of standard adoption in the private sector on a voluntary basis resulted in a report card grade of “C” from the 9/11 Public Discourse Project in 2005, the successor to the 9/11 Commission. Voluntary standards may result in uneven or low levels of preparedness because of factors such as insufficient resourcing and under-enforcement. Advantages such as using recognized guidelines and promoting standardization are important for national consistency, collaboration, and the sharing of better practices.

If the aim is government agency compliance, there already are provisions that can be invoked for mandatory adoption as part of national regulatory frameworks or legislation, listed earlier in Table 1. Specifically, any federal preparedness requirements for state and local governments tied to federal funding can be viewed as regulations that specify mandatory legal requirements to be met under federal law and implement general DHS objectives (general guidance regarding regulations can be found in National Institute of Standards and Technology (NIST), 2010). A regulatory view provides an opportunity for DHS to adopt management system standards as overarching requirements, adjusting the Guidelines approach and then evolving homeland security management system to a technical support role. The federal government also would be expected to comply, likely coordinated through the Executive Office of the President.

The National Technology Transfer and Advancement Act of 1995 and resulting Office of Management and Budget (OMB) Circular A-119 (revised in 1998) mandated federal agencies use management system standards developed by either domestic of international standards bodies instead of federal government-unique standards (e.g., the National Preparedness Guidelines) in their regulatory or procurement activities. The exception would be if they are inconsistent with law or impractical. Impracticality includes circumstances where use of management system standards would not serve an agency’s program needs, or are infeasible, inadequate, ineffectual, inefficient, inconsistent with the agency mission, or impose burdens that would not be the case if another standard is used. Preferred are performance standards that state requirements in “terms of required results with criteria for verifying compliance but without stating the methods for achieving performance results” (OMB, 1998, p. 3).

There do not appear to be specific reasons why the use of management system standards for preparedness might be considered impractical. According to the OMB Circular A-119 referenced earlier, the reasons for using management system standards with recognized elements are simple—they eliminate government costs in developing its own standards and decrease costs and burden in procuring goods and complying with agency regulation (OMB, 1998). Based on an analysis of the National Preparedness Guidelines requirements and development process against the management system standard elements presented in Table 1, the consensus standards elements and implementation direction are considerably more robust. For example, the Guidelines were developed by DHS officials with input from, but not consensus by, other actors. They are targeted at state and local governments. They provide very specific descriptions of capabilities and tasks. They are updated on an ad hoc basis, subject to changing policy as Administrations change. They do not have a rigorous, systematic audit process.

Transitioning to Management Standards
Several issues arise in the actual transition to standards—whether voluntary or mandatory. Certainly legislative changes would be needed because Congress has codified the requirements of the National Preparedness Guidelines and endorsed voluntary preparedness standards for the private sector. Dismantling an existing program is never easy, and at present there are no known legislative champions for a change. Indications are that the Obama Administration is fully committed to the Guidelines, as was the previous Bush Administration. State and local governments have institutionalized management practices in response to the Guidelines and their incentives for federal homeland security funding. Federal government agencies have addressed preparedness needs through their own strategic planning and budgeting processes.

If standards are legislatively mandated, Bea (2005) cautioned that they could be viewed as an unfunded mandate on state and local governments. Mandates also can be seen as interfering with state and local sovereignty or private sector business practices. However, a regulatory preparedness approach provides incentives for local capacity for, and commitment to, preparedness (Clarke and Chenoweth, 2006). This latter point is important because there have been calls for a return to federalism and Constitutional limits on the power of the federal government (see, for example, see Jost, 2010 and Mayer and Baca, 2010).

Even with the political will to make the change, there may be disagreement over what policy option is best to make the transition to preparedness management system standards. According to NIST (2010), government agencies can adopt standards in several regulatory ways. They can adopt them without change or grant a strong deference to standards for a specific purpose. Government agencies also could revise a standard and publish it as a proposed regulation or permit adherence to a specific standard as a way of complying with a regulation. For example, Congress might legislate and the President approve requirements stipulating regulations to replace the National Preparedness Guidelines and applicable homeland security management system direction with one or more of the existing preparedness management system standards. This would ensure a solid link to federal financial assistance and considerable funding opportunities for state and local governments. Federal agencies would be governed through the budgeting process.

Certification Requirements
Decisions will be required on certification requirements to evaluate conformation with the standards for organizations responsible for national preparedness. In the standards community, certification means an organization’s management system has been audited by an independent external body and certifies that the organization’s system conforms to the standard (ISO, 2010). It can be argued that formal certification requirements should exist where national preparedness is involved. The rationale is that the National Preparedness Guidelines are intended to emphasize preparedness for hazards that may result in disasters or catastrophes requiring rapid and coordinated national action. Using management standards in lieu of unique federally-developed standards such as the Guidelines assumes substantial compliance with the consensus standards (Stratton, 2005). Unless there is a recognized certification process beyond self-certification, many would argue that the regulatory adoption of the management system standards is meaningless.

Implementing a certification program will face number of practical difficulties, beginning with the number of entities needing certification. Undoubtedly one approach would be to establish state authority for certification against the management system standards. Disaster or catastrophe preparedness would seem to indicate that, at a minimum, the organizations subject to standard certification in a first phase should be states, the large urban areas, and the private sector responsible for critical infrastructure. In the past, DHS has struggled with its own certification of homeland security plans of states and urban areas (Bowen, 2008) and assessing general preparedness (FEMA, 2009). Work on the current voluntary private sector accreditation and certification preparedness program could be instructive in expanding certification to federal, state, and local government agencies involved in homeland security preparedness. The EMAP mentioned earlier also might serve as a model for certification. Certification could either be done by a similar body or by federal staff now allocated to the current federal homeland security management system. Those components of the homeland security management system that might support preparedness technical assistance could be retained at the federal level with DHS or placed in an existing university or center of excellence geared to technical assistance.

Negotiated Agreements and Interstate Compacts
A consideration for adopting the standards that has a number of the advantages of voluntary compliance but the protection of mandatory preparedness standards is the use of negotiated agreements and compacts.

Negotiated agreements have been used by the federal government for environmental actions. As described by Segerson (1999), these have provided the flexibility not generally found in mandatory, command and control regulations. In negotiated agreements, there is a formal negotiation between public authorities and the organization (a private firm in her illustration). The organization agrees to “voluntarily” meet compliance requirements, usually in exchange for some concession from the government. Or a firm could be provided inducements, such as funding to offset some of the costs in the protective actions. Negotiation rules could be framed to address some of the problems of mandatory regulation, such as inflexibility and lack of incentives.

There are certainly cautions in implementing the negotiated agreements, including as Segerson and Miceli (1998) point out in their work on environmental protection, bargaining power, the magnitude of the threat, and benefits/costs calculations. Their analysis indicates that with a strong threat, low-cost subsidies, and strong firm bargaining power, negotiated agreements are at least as effective, if not more effective, than legislative mandates and also realize cost savings for both regulators and firms. Wu (2009), writing about environmental compliance, cites factors such as reducing costs, attracting and retaining quality employees, creating product and process innovations, and a moral responsibility to comply as important.

For homeland security, all hazards threats are certainly strong, there remains funding to subsidize preparedness efforts, and states and localities should have bargaining power of sufficient strength to enter into such agreements. Cost savings in these times of fiscal stress certainly would be welcome. Factors such as employee impact, innovations, and a moral responsibility would add to the argument for homeland security adoption. The negotiated agreements, using the preparedness management system standards, would likely start with individual negotiations between the Executive Office of the President and federal agencies and DHS with state agencies. State agencies would negotiate with local entities.

A final consideration is the need for regional preparedness efforts, whether within a state or across states to meet threats that may have a wide jurisdictional impact. A useful model to consider might be the development of regional compacts that build on the negotiated agreements within the federal, state, and local hierarchy. Within a state, the compacts would follow applicable state law. Across states, interstate compacts are a well-known mechanism. As described by the Government Accountability office (GAO, 2007), the compacts are legal agreements that states enter into to resolve concerns crossing state lines. The compacts are subject to Congressional approval. Federal involvement with regional efforts would need some formal mechanism of commitment.

CONCLUDING THOUGHTS
Any requirement for a formal management system, negotiated agreements, and legal compacts may test the mettle of many organizations. Holdsworth (2003) cautioned that many organizations wanting to establish a management system do not fully understand that formal management systems truly are formal or documented. For an organization to transition from an informal or semi-formal approach of managing its operations to a more effective formal approach requires careful planning, organization, and clear goals and objectives. The program elements in a standard assist in planning and organizing what must be established and implemented to reduce risk and assist owners, as well as regulators, in measuring performance to specified requirements. Holdsworth also noted that audits have shown that management systems evolve, not by design, but over time based upon process specific, regulatory and company needs and or requirements.

This observation is supported by work by Gunningham and Sinclair (2009), who highlighted concerns with moving to process and management system standards, which they call management-based regulation. Such regulation encourages organizations to put in place processes and management systems that are least-cost, flexible solutions ensuring consistency across the organization and more than compliance with minimum legal standards. However, they suggest that there might be different levels of commitment to standards and capacity to implement them within the organization’s hierarchy and cultures. They argue that management-based regulation works well when standards are institutionalized beyond corporate management and are supported by informal systems of trust, commitment, and engagement.

Without a doubt, there will be ongoing uncertainty for meeting and sustaining the commitment and capacity in compliance with the elements of the preparedness management system standards. For some, the very detailed and voluminous requirements of the current Guidelines provide a convenient cover for decision-making, particularly in the absence of a strong audit or oversight mechanism. The standards for preparedness are much more concise for clear management attention and define specific preparedness program elements, coupled with considerable flexibility in actions to meet required program elements. Accountability comes from the central program element in the standards requiring audits and possible certification. Negotiated agreements and compacts add to the pressure through their formal commitment and subsequent oversight.

Overall, this paper has argued that the homeland security context has the necessary maturity to meet preparedness goals and take advantage of management system standards and perhaps the use of negotiated agreements. Management system standards can be adopted by all organizations, regardless of size, type of product or service, culture, or location. Standards provide a common preparedness language for all involved organizations, seamless integration with other management systems such as those for quality and safety, a transparent and consistent development and revision process, and supporting guidance and expert assistance. By adopting and complying with these established standards through negotiated agreements, organizations should be in a much better position to craft preparedness programs appropriate for their situation, their preparedness partners, the entire preparedness product chain, and the public expectation for homeland security results and accountability. Transitioning to management system standards for all levels of government will confront a number of challenges, but these are outweighed by the benefits.
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